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IT Objective 

The IT project aims to design and develop a robust infrastructure, 
integrating both hardware and software components, to facilitate 
student access to remote services. Emphasizing security, the 
infrastructure will protect sensitive data and maintain system integrity. It 
will also prioritize user experience for both students and administrators. 
Additionally, the design will incorporate scalability to accommodate 
future enhancements and adapt to evolving educational needs and 
technological advancements. 



Key design drivers 

1st Cibersecurity 

2nd Data Privacy 

3rd User Experience 

4th Workshop as a Full Provider 

5th Assessment 

6th Integration Capability 

7th Flexibility and Scalability 

 

Security 

 

User experience 

 

Maintenance and 
evolution 

8th Reduce Administration 



Cibersecurity 

Security is the most critical aspect, as 
it not only protects the system itself 
but also ensures it doesn’t 
compromise the overall security of 
the educational institution where it 
operates. It involves securing data, 
protecting against vulnerabilities, and 
safeguarding the broader network 
infrastructure to maintain the 
integrity and safety of both the 
platform and the surrounding 
environment. 

Data Privacy 

Ensures that sensitive information, 
such as student and staff details, is 
stored and handled in compliance 
with legal regulations (e.g., GDPR). 

Security 



User Experience 

A seamless and intuitive user 
experience is crucial for 
engagement and satisfaction. An 
easy-to-use system reduces the 
learning curve for students and 
staff, ensuring high adoption rates 
and minimizing frustration. 

Full Provider 

Workshop as a full provider 
highlights that the system will 
provide not only the necessary 
tools but also the information 
and documentation for the 
student to interact with the 
remote equipment efficiently. 

Assessment 

Assessment tools are essential for 
measuring student progress and 
providing actionable feedback. 
A robust assessment system 
allows educators to track learning 
outcomes accurately and helps 
identify areas where students 
need improvement. It is central to 
the educational process, as it 
enables continuous improvement 
and personalized learning. 

User experiencie 



Flexibility and Scalability 

Flexibility and scalability are vital 
for ensuring the system can 
adapt to growing numbers of 
users and evolving educational 
needs. 
This allows the platform to 
expand and integrate new 
features or tools without major 
disruptions. By designing with 
scalability in mind, the system 
can remain relevant and efficient 
as it grows alongside the 
institution. 

Integration Capability 

Integration capability is 
important for ensuring the 
system can work seamlessly with 
other platforms and systems 
(e.g., LMS, video conferencing, 
authentication services). By 
offering smooth integration, the 
system enhances its 
functionality and versatility, 
allowing educational institutions 
to leverage existing tools and 
streamline their operations. 

Reduce Administration 

Reducing administrative 
overhead is valuable for 
minimizing operational costs and 
allowing educators and staff to 
focus more on teaching and 
supporting students. While 
important for efficiency, it is less 
critical compared to other 
drivers, as it enhances usability 
and convenience rather than 
directly impacting the core 
functionality or security of the 
system 

Maintenance and evolution 



Student experience 



FRONT END 

Student User Experience 

LMS 

https://aulavirtualxabec.es https://bms.vetworc.com 

https://aulavirtualxabec.es/course/view.php?id=679
https://bms.vetworc.com/


Time voucher 
The access time to a remote workshop is 
limited. The student’s instructor decides 
how much connection time is granted to the 
student. This is managed through a "Time 
voucher" that the student must activate. 
 

 

Task 
The instructor assigns tasks to the students. 
To complete them, they need to connect to 
the workshop. The system generates scores 
that are recorded in the task (currently, the 
time spent using the workshop). 

Learning management system 

User Experience Assessment Reduce Administration Integration Capability 

 

Qualification test 
The center that "owns" a workshop can 
decide that students must pass a test before 
the system allows them to connect. The 
qualification test authorizes you to use the 
workshop. It is equivalent to a "driver’s 
license" that authorizes you to drive a car. 



All student activity (qualification, task progress measured as connection time) is 
recorded in the grades book. 

Progresss bar 

Assessment 



Account management 
Students can manage their account, 
recover their password, check 
information, view reports, etc. 

Reservation system 
Students can reserve the use of 
resources offered by the network. 

 

Services connection 
Students can connect to and access 
the services offered by different 
centers, such as documentation 
services (wiki), remote desktop, video 
streaming, etc. 

Connecting to the workshop and using its equipment 

FRONT END 

https://bms.vetworc.com 

https://bms.vetworc.com/


Services connection 

Different services 
- Remote desktop. 
- Documentation. 
- Web. 
- Streaming 
- etc. 



Remote desktop 
Use of remote desktop 
through the web (HTML5), 
allowing a student to use any 
device to access a computer 
(laptop, tablet, smart TV, 
Chromebook, etc.). 

Remote desktop service 

User Experience Workshop as a Full Provider Security 



The workshop as a global provider that offers the student all the equipment and 
software necessary to use the workshop's devices and resources. 

Motivated also by security reasons, the option has been chosen for the workshop 
to offer "remote desktops" of configured and suitably isolated machines. 

Workshop as a Full Provider Security 



Documentation service 

OMRON docummentation 

User Experience Workshop as a Full Provider Security 

https://intranet.xabec.es/alumnos/doku.php?id=ind004:equipos:omroncp1le
https://intranet.xabec.es/alumnos/doku.php?id=ind004:equipos:omroncp1le
https://intranet.xabec.es/alumnos/doku.php?id=ind004:equipos:omroncp1le


Tablet SmartTV 

User Experience Workshop as a Full Provider Flexibility 



Overall architecture 

Front-end 
User experience 

Topology and architecture. 
Technology. 
Security. 
Flexibility. 



CMS 
WMS 
Xabec 

WMS 
FEMPA 

WMS 
ENGIM 

WMS 
ZADKINE 

FRONT END 

UserUnits 
RDP 

Overall architecture 

FRONT END 



Workshop requirements 



WMS 

Nginx 
Reverse 
proxy 

Database 

Web apps 

Guacamole 

 

 

 

 

Firewall 

Docker containers 

Internet 

Ports: 
443 
80 

Recommended Isolated VLAN 

WMS Server 

User units 
Remote desktops 

Institution 
Firewall 

Workshop management system (WMS) structure 



Security 

When networks are interconnected and external users are granted access, 
security becomes critical. Traditional methods like VPNs expose networks to 
vulnerabilities and require managing homogeneous IP addresses, 
complicating IT operations. 

By implementing Apache Guacamole, remote desktops are provided via 
HTML5, which requires only a single external port, minimizing the attack 
surface and simplifying firewall management. Unlike VPNs, Guacamole 
isolates users from the core network, giving IT complete control over the 
environment and enabling tailored security policies. 

This approach ensures users interact only with necessary resources in a 
controlled, monitored virtual environment, offering a more secure and 
manageable solution for external access. 



IT requirements 

Linux server 

Rcommendation for a Linux server running Docker with Guacamole to 
support 20-30 simultaneous VNC remote desktops, as well as a web page 
with a database handling 10 transactions per second: 

Processor (CPU): Intel Xeon E3 or equivalent (or AMD Ryzen 5). 
Minimum of 4 cores 
At least 2.5 GHz for responsive performance. 

Memory (RAM): At least 16 GB of RAM. 

Storage: SSD 
Minimum of 500 GB. (depends on the volume of metrics to be 
collected and retained over time) 



20-30 simultaneous VNC 
remote desktops 



IT requirements 

Linux server 

Rcommendation for a Linux server running Docker with Guacamole to 
support 10 simultaneous VNC remote desktops, as well as a web page with a 
database handling 10 transactions per second: 

Processor (CPU): AMD Ryzen 5 5600G, Intel Core i5-11400. 
Minimum of 4 cores 
At least 2.5 GHz for responsive performance. 

Memory (RAM): 16 GB of RAM. 

Storage: SSD 
Minimum of 500 GB. (depends on the volume of metrics to be 
collected and retained over time) 

10 simultaneous VNC remote 
desktops 



IT NETWORC requirements: 1 tcp port. 

Exposed surface is minimized. This is a fundamental principle in 
cybersecurity. It not only reduces the number of vulnerabilities but also 
enhances overall security posture by making it more difficult for malicious 
actors to find and exploit weaknesses in a network or system. 

 External HTTPS port (443) 

 Recommendations: 
 External HTTP port (80) for Let's Encrypt automatic renewal 
 Isolated VLAN or subnet (Recommendation) 



CMS requirements 



Linux server 

Rcommendation for a Linux server running Docker: 

Processor (CPU): AMD Ryzen 5 5600G, Intel Core i5-11400. 
Minimum of 4 cores 
At least 2.5 GHz for responsive performance. 

Memory (RAM): 8 GB of RAM. 

Storage: SSD 
Minimum of 500 GB. (depends on the volume of metrics to be 
collected and retained over time) 



Technologies 



¿Why Docker? 

Ease of Deployment: Docker simplifies the 
deployment process, allowing applications to be 
quickly launched, updated, or rolled back as needed. 
This streamlines workflows and reduces downtime. 

Scalability: Docker makes it easy to scale applications 
horizontally by launching multiple instances of 
containers based on demand. This is particularly 
beneficial for microservices architectures. 

Isolation and Security: Docker provides a high level 
of isolation between containers, which enhances 
security by limiting the impact of vulnerabilities and 
preventing conflicts between applications. 

Portability: Docker containers can run consistently 
across different environments, ensuring that 
applications work the same way on development, 
testing, and production systems. 



# Download the installation file from internet 

wget https://vetworc.com/software/wms.tar.gz -O wms.tar.gz 

# Decompress the file in /vetworc 

mkdir -p /vetworc 
tar -xzvf wms.tar.gz -C /vetworc 

# Change to the /vetworc directory 

cd /vetworc 

# Edit the configuration to define WMS identifier 

nano /vetworc/wms/config.json 

# Create and start docker containers 

docker compose up –d 

 
# Open firewall ports 

ufw allow https, http 

¿How to install and exetute? 



Technologies 

 Ubuntu 
 Docker 
 Nginx 
 Kafka 
 Elasticsearch 
 Grafana 
 Flask 
 MySQL 



Workshop Manager 
SCORM generation: 

Register SCORM 

Time voucher SCORM 

Task SCORM 

Monitoring 

Reporting 

The server runs monitoring and 
management software. It also 
offers a web front end to configure 
the system. 



Monitoring 
https://front.wms.xabec.vetworc.com 

https://front.wms.xabec.vetworc.com/


Three different roles: 

Workshop admin 
Teacher 
Student 

User roles 



{ 
"wms-admin": { 

"wms_api_url": "https://wms.xabec.vetworc.com", 
"wms_public_api_key": "asdasdasdafssssssf" 

}, 
"wms": { 

"wms_uid": "1", 
"wms_hash": "B7S4WWINCI8F69IIPREEJ62K9DSL986U", 
"wms_api_url": "https://wms.xabec.vetworc.com", 
"wms_api_key": "asdkajshdlashdlaksh", 
"wms_public_api_key": "asdasdasdafssssssf", 
"wms_scorm_api_key": "asdasdasdaff", 
"wms_database_uri": "mysql+pymysql://root:root_password@localhost:33306/wms_db", 
"cms_api_url": "https://cms.vetworc.com", 
"cms_api_key": "xxxx", 
"register_frequency": "30", 
"cms_registration_api_key": "xxx", 
"es_api_key": "cc", 
"es_index": "user-units", 
"es_url": "http://localhost:9200", 
"keep_alive_sessions": "300", 
"name": "Xabec", 
"short_code": "XAB", 
"user_nodes_api_key": "mi_api_key_secreta_para_usernodes", 
"user_nodes_keepalive": "300" 

}, 
"cms": { 

"cms_uid": 1, 
"cms_hash": "xxxx", 
"cms_api_url": "https://cms.vetworc.com", 
"cms_api_key": "xxxx", 
"cms_scorm_api_key": "234234234234234lj2342l34j", 
"external_user_creation_url": null, 
"external_user_creation_api_key": null, 
"cms_database_uri": "mysql+pymysql://root:root_password@localhost:33306/cms_db", 
"bms_front_end_url": "https://bms.vetworc.com", 
"cms_registration_api_key": "xxx" 

} 
} 

Workshop admin: System configuration 

http://localhost:9200/


Cells 
Cells are essentially what we might consider 
actual workshops. The WMS (Workshop 
Management System) is equivalent to the 
school/center, and the cells are the 
workshops within this school. 
A center can offer various cells (automation, 
robotics, printing, etc.) 

User units 
User units are the computers that provide 
remote desktop services. These are 
machines accessed by Guacamole (an RDP 
proxy) using VNC. Optionally, we can install 
monitoring software (user unit daemon), 
which allows us to monitor their status from 
the WMS (Workshop Management System). 

Workshop admin: User units and cells 



Users 
The workshop manager can access 
information about registered users and their 
usage of resources. 

Services 
The workshop manager uses the WMS to 
configure the services offered by the 
different cells in the center. They can also 
define their availability. 

Workshop admin: Services and users 



Teacher 
SCORM generation: 

Register SCORM 

Time voucher SCORM 

Task SCORM 

Reporting 

Teachers: SCORM generation and reporting 





Processes 

1 – Inventory management. 
1 – Registration. 
2 – Qualification. 
3 – Time voucher. 
4 – Assessment. 



Registration Qualification Time voucher Assessment 







Processes: Inventory management 

El sistema propaga y actualiza de forma 
dinámica el inventario de talleres, 
células y servicios. Detecta cuándo un 
recurso deja de estar disponible, o 
cuando un nuevo recurso es dado de 
alta en la red. 



Processes: User registration 

LMS WMS CMS 



Processes: User qualification 



Processes: Time vouchers 



Processes: Assessment 


